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1. Introduction

1.1 Components

Carefully unpackthe NetronomeSSL Inspectorphblianceand @mpare the actual contents witfiablel
to ensure that you have received all ordered componeifitsen bllow the instructions irChapter2 to
install and set up the appliance.

Part Description Quantity
Netrgnome SSL Inspector A single 2U device, rack mountable 1
Appliance

2 x Dtype handles with 2

. To be fitted to the appliance as handles
mounting screws

2 x Power Cord One powe cord for each redundant supply 2
Administration and Document describing functionality and operational
Deployment Guide details of the SSL Inspector Appliance
Getting Started Guide This document
Safety Notice A single sheet safety notice
HHE K Miduriting Slide General Devices-800S rack mounting slide Oorl
(if ordered
Total Number of Components 8or9

Tablel - ComponentList

© Netronome Systems Inc. 1
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2. Initial Setup

S5L Proxy
INSPECTOR / ¢==ENEES

: 1 = [ 5 @ Trensparent

o i d
9 10 11 12 13 14 15 16
Figurel - SSL Inspector Appliance Froraril
1  Management Ethernet Port 9 | Management Serial Port
2  Auxiliary Ethernet Port (reserved) 10 Parallel Porfon some models)
3 | System Reset Switch (pinhole) 11 | VGA Monitor Port
4  Power Switch 12 | USB 2.0 Connectors
5 | Link/Activity/ Fail to WiréStatus 13 Hard Disk Drive Activity indicator LED
6 | Data Ethernet ports 14 | Power LED
7 | Link/Activity/Fail to Wire Status 15 | Front Panel Display (LCD)
8 | Manual Fail to Wire switch (pinhole) 16 | Control Keypad

Table2 - Front Ranel Functions
The SSL Inspector Appliance can be configured using one or more of the following methods:

x  Font panel
Use the keypad andiquid Crystal DisplaitCDon the front panel.

x  Web browser
Connectthe management networkableinto the managementport (seel in Figurel) on the
front panel The SSL Inspector AppliarRdveb interface can be accessed usiagy of the
popular web browsers

x  VGA console
To use this interface,oninect a monitor to the front panel VGAonitor port (11)and connecta
USB keyboard to one of thieont panelUSB portg12).

x  Serial terminal
To use this interface,onnect aRS232Cserial terminalor terminal emulatorto the front panel
serial port(9). Theterminal emulator shoulde set tostandard VT100 modeFactory default
settings are: 9600 baud, 8 data bits, no parity, 1 stop bit.

2 © Netronome Systems Inc
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x  Remote terminal
The SSL Inspector Applianaammand line interface is accessible over the management
network using theSecure Shell (SSH) protocol.

The preferredand recommended interface to use is tiveeb interface This interface provides a
complete, simple to navigate, menu driven interface that exposes all management and monitoring
functionality.

by default The assigned IP address is displayed on the front panel display (L(
different (statically configured) address can be set using the front panel display / ke
Once the management IP address is known, cordigpn and management can procee
using the web interface (or in special circumstances the remote console interface).

3 NOTE:TheSSL Inspector Applianefactory configured t@btainan IP address via DHC

2.1 Network Connection
Connect the Management Ethernet port (SEable2) to the management network

Connect thedata network cables according tbe mode of operation required. The data network ports

are located on the front right side of the appliance ($8gurel. The ports are numbered 1 to 4 from

left to right. When connecting the agphce to the network, one needs to decide how the appliance will

be used as the wiring differs between sniffing (also known as IDS) and filtering (also known as IPS)
modes. Refer to Section 4.6 in the Administration and Deployment Guide for a detailaiptiescof

these modes.

BYPASS B 5 Y BYPASS

® - v @
c o 0o C

Figure2 - Ethernet Data Ports

2.2 Power on the SSL Irspector Appliance

Switch on the appliance by toggling the power switch on the front péhéh Figurel). The appliance
will:

x  Sin upthe hard diskactivity on the Hard Disk Drive Activity indicator LED)

x  Turn onthe fans and

x  Display a messaghe LCD screefirigure3).

© Netronome Systems Inc. 3
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Figure3 - LCD DisplayBooting

As soon as the apiphce is operationathe LCDscreen willcycle througha set of status displays. These
displays are showim screens A td1 of Table3.

ID Screen Description

The SSL Inspector Applianckas three
cooling fans installed. Thdisplay shows
the RPM values for each individual fan a
the current power rating.

The SSL Inspector Appliancbostname
within the configured domain. Enfactory
default settingis localhost.localdomain.

The &signed IP address of theSSL
Inspecbr Appliance

The MAC addressf the first management
Ethernet port.

The currentCPUutilization for each of the
four CPlWores.

Average system load fdhe previousl, 5
and 15 minutes respectively(not a
percentage value)

Theftee vsavailabl€system memory ratio
as well as the actual free and maximtu
available memory values

4 © Netronome Systems Inc
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The internal temperature of theSSL
Inspector Appliance as well as the
temperature of the installed NPU.

Table3 - Appliance Inbrmation Display

2.3 Configure the Management Network

The management network interface needs to be either statically or dynamically configured to gain
access to th&SL Inspectd¥pplianceusing the management network.

The factory default setting of the apahce is to use DHCP to configure the management network
AYUSNFIFOSd 2KAES O2yFAIAdzNI A2y dzaAy3d 51/t Ad AY
I Olj dzA N y 3 X (Figuret. Theksysi@nf wilk opntinually attempt tacquire an IP address using

DHCP until successful or until the interface is statically configured.

Figure4 - DHCP in progress

2.4 Initial Connection to the Web Interface

Usea web browser and connect to th&SL Inspector Applianeeeb interface using the IRuddress
displayed on the LC&xreenas the URLThe web browser will displaydialog or message informing you

of a problem with the security certificate. This is expected behavior and not an error, and occurs
because the currentertificate configured on the SSL InspecAgpplianceis not known to theweb
browser. (Please see Chaptéof the Administration and Deployment Guifle more information.)

For this session temporarily accept the certificaBnce theSSL Inspector Apahcehostname and IP
address have beenonfigued, install the certificate in your browser to avoid the warnidiglog or
message The certificate is automatically generated on tB&L Inspector Applian@nd uses the
hostname as a credential, so any cgann hostname in future will invalidate the current certificate and
cause theSSL Inspector Appliant®generate a new certificate.

Once you have accepted themporary certificate, you will see the login screen as depicteéigure5.
[23 AY | a dzaSN) daeaiasSyé SgAGK LI aag2NR aacaidsSyeo

IMPORTANT:The Wystentuser is the administrator of th&SL Inspector Applianead
I should therefore use a very secure password known aolyhe administrator of the
u device.
3 NOTE:lftheda&aidSyYé dzaSNRa LI aag2NR KFa | f
configured password of the user should be used instead of the default password

© Netronome Systems Inc. 5
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T_,——--,,'-.f\,.-._._”\,- e T e e e T L e

h =
p

5 Username: | system
<

i Password: :

L

i

{
1

;- oalina

Figure5 - Initial Login

2.5 Forced Password Change

For security reasons a magord change on the system accoustenforcedimmediately after the first
loginusing the default username and passwdrtease configure a new passwdod the \Bystentuser.

NOTE A password must consist of at least 6 charactersd should be madepuof a
3 mixture of digits, letters andther printable (and typeable) characters

Changing Password of Admin User system

Existing Password

4
-

New Password

Confirm Password

a
i
i

;

- g o, M et il A g A A A e iy O

Figure6 - Forced Password Change

2.6 Set Time Zone

Using theweb interface navigate to Platformh5 | i Sk ¢ AYS |yR (KSy ZYy3®| 2y
button. A screen as depicted Higure7 is displayed. Use the dregiown box to select the applicable
time zone in which th&SL Inspector Appliansaeployedand then click ol KS  W{ | §SQ odzii2y @

Set Time Zone

Time Zone | US/Eastem v|

g p— -y a——

Figure7 - Set Time @dne

6 © Netronome Systems Inc
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As certificates used within the SSL Inspector Appliance have expiry dates and times, it is very important
to have the correct date and time as well as the correct timope configurd. To automatically keep the

time synchronized in future it is recommended to configureeavrk Time Protocol (NTPserver and

to enable the'Bynchronize Timasing NTRoption. Refer tothe Administration and Deployment Guide

for a detailed description.

2.7 Set Time

To set the Date and Time of the SSL Inspector Appliance navigate to Platj@rate/Time and then

Ot A0l 2y (GKS WIORAUGU 51 3GS Iy FiguediydspayeddelsditBeydopdown & O
boxestosett8 RIFGS FyR GAYS F2NJ GKS LI AFYyOS FyR
button. For convenience the time zone is also displayed

- T =

Date f Tlrne L

Description
Editing >>> 7 |v| September|v| 2008(v| 21[»|. 01[x]. 34|~

Time fone: US/Eastem

I T i L R R L el

[ Save ” Cancel l

Figure8 - Set Date and Time

© Netronome Systems Inc. 7
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2.8 Verify Network Configuration

By defaultthe SSL Ingztor Appliance will configure thmanagementnetwork interface using DHCP.
The managementnetwork interface can be configured via theveb interface the LCD screemr the
command line interfacer¢fer to the Administration and Deployment Guide

To configure the management network interface via theeb interface navigate to the configuration
screen shown irFigure9 via Platformpa I y I 3SYSy G bSig2N] FyR Of A0
WdnfiguratiorQ

R e i T it T TR I TR

Management Netwc:rl(h

Configuration

Parameter Value

MAC Address 00:90:FB:13:17:BA
MTL 1500

DHCP Enable

IP Address

Metmask

Default Gateway
Hostname ga-sslia-3
Primary Name Server 172.16.20.248

Secondary Name Server

[ Save ” Cancel ]

T, gl a e At S, ol bt e A e i ke Sttt ool e

Figure9 - Management Network @nfiguration

The first parameteris the Maximum TransmissionUnit (MTU) of the network. For nost Ethernet
networksthis should be set ta500

The DHCP coiguration option need to be disabledto manualy configuee the interface parameters
OnceDHCP has bedtisabled, the IP address, Network Mask and Gateway IP address can be configured.
Note thatwhen changing tle IP address, the curremhanagementsessiorwill be terminated when the
values are saved.

The hostname for the appliance should typically be a fully qualified name within the local domain.
Remember to register the hostname in the Domain Name Server (IN8anually configured
Primary andSecondry name serverlP addresss can be configured tallow automatic hostname
resolution of other devicesn the management network.

8 © Netronome Systems Inc


http://www.webopedia.com/TERM/M/Ethernet.html

Getting Started Guide

2.9 Create Internal Re-signing CACertificate

The CA certificate to be used for rsigningserver certificatesmust be configued. When the SSL
Inspector Appliancés first booted, it automatically creates a unique €tificate with default fields
resemblingFigurelO.

Certificate 102

Subject
commonName Netronome Default
countryName us

organizationName  Netronome Systems Customer

Issuer

commonName Netronome Default 1
countryName us
organizationName  Netronome Systems Customer

Details

Certification Authority? ~ False
Serial Number 1 (0X1)

SHA-1 Fingerprint 5C:62:3B8:B6:C1:90:34:2C:90:F0:35:26:03:14:EB:9B:15:4C:54:0D
Valid From Sep 6 23:23:17 2008 GMT
Valid To Sep 5 23:23:17 2013 GMT

4

- - aad
Figurel0- Default Resigning Certificate

Netronome ecommendsrepladng this automatically generatedCAcertificate with a certificatewvhich
identifies your organizatignby either importing an existing signed certificate, or by generatingew
onewith updated information

To update the information and gerate a new CA certificate amigate to Certificate$hInternal Re
signing CAs toeachthe screen shown ifigurell.

I e T i T R i s e T i e S P e R R

Internal CAs (used for re-signing)

Common Name Organization
[ T ” Export ][ Download ][ Import Signed l 102 Metronome Default MNetronome Systems Customer

[ Refresh ” Generate CA Certificate ” Import CA Certificate+Key l

A I A% n S s S

8 el T s e, AR e i o R B b e el e B,

Figurell- Internal CAs

Clicking on thé&enerate CA Certificafibutton opens he screen shown irigure 12. Enter all the
certificate credentials required for the certificate. If the certificate needs to be signed by an external
Certification Authority, check the appropriate checklioxgenerate a new Cefitate Signing Request
(CSR)When theWdqvelbutton is pressed, the certificate will be generated and instatiethe CSR will

be generated and displayedf the latter, conveythis CSRnformation to the signincgauthority ¢ this
enables thento issuea signed certificate. Import thisigned certificatelza A y 3 G KS WL YL} NI
next to the applicable certificate.

© Netronome Systems Inc. 9
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3 NOTEThedefaultcertificateis a self signed certificate.

et s T et et T e A T e T e T e T e T e et e == T T

L e E
home :: cedifica

Generate Internal CA Certificate

Parameter Value

Commaon Mame ga-sslia-3

Division/Department/Org. Unit
Company/Organization — (required) ~ Metronome Systems Customer
City/Town/Locality

Country Code — (two letter abbrev.) us

Serial MNumber 1
Key Size (bits) 1024 (=]
Valid For (days) 365 (one year) E|

Sign With External / Third Party CA ] Generate Signing Request

[ Save ][ Cancel ]

o e A o A . e o P ol o b el e Bl S b b I e Bt e B, Sl e el e, e, W e, Mg s it ool .

Figurel2- Internal CA Certificate Crederatis

To installa signedcertificateand private ke Of A O1 2y G KS +WIS¥IQ2 MIdzi/G!2 y/ $ NIRA
paste the PEM formatted certificate information into the editbdxf A 01 2y GKS W{I @#SQ od
the informationg after validation the system wilinstall the certificate and key.

2.10 Install K nown Server Keys

bl @A3IFL S G2 /SNIAFTAOIGSA M Yy26y {SNBSNI YSea FyR
on the Import button, then pasta PEM formatted key and certificate mthe edit box.

2.11 Add a Policy

Navigate to PolicihOverview. The screen shownhigurel3will be displayed. N&tthat three policies

are pre-installed These policies may be viewed and activated, but cannot be deleted. To aed a
L2fAOes OfAO]l 2y GKS WI RR Qrhendwipdl@yiil be disgayddMESIBR S i K-
of available plicies.

10 © Netronome Systems Inc
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Policies

Activate

Active =>>

Activate
Activate

Activate

e e e e e

Palicy Name
** Bypass (filtering/IPS) Fail to Appliance **
** Bypass (filtering/IPS) Fail to Network ™
** Cut through (snifing/IDS) INLINE **
** Cut through (snifing/IDS) PASSIVE =

Activate | ™ Cut through (filtering/IPS) Fail to Appliance **

** Cut through (filtering/IPS) Fail to Network **

Activate

= = Default policy — can be activated or viewed, but not modified.

MNote: Policy changes will not affect existing flows.

Refresh

Ao AR A o e ot 0 At A .

Getting Started Guide

|
5
Rename Delete
Rename Delete 9
Rename Delete 1
Rename Delete 1 L
Rename Delete :
1
Rename Delete 1
h
1
4
1
oy Ak - _ gl . M“J

Figurel3- Policies

Configure theSystemP2 f A 08 o6& Of A0l Ay 3

2 gtemiPiliBy coMBnRTheistreed dzii G 2 v

shown inFigure14 will be displayed. fie mode of operation, Sniffing/IDS or Filtering/IR8eds to be
specified. Selectnternal ResigningCAto be used for allserver certificatere-signing opertions or
accept the default valugGeneration of the SSL session log is optional.

Editing Policy Options

Policy Name: ™ Bypass (filtering/IPS) Fail to Appliance ™

General Options ]
System Mode Filtering / IPS Fail to Appliance q
55L Session Log Disabled
Internal Re-signing CA Netronome Default / Netronome Systems Customer # 102
Self-Signed Cenificate Handling Accept all self-signed server certificates
Undecryptable S5L Handling Cut through without decrypting

Plaintext Destination
Modify Source MAC Address True
Send on VLAN(s) -

Failure Mode Options

;
Network Failure Mirror link state between ports 1+4. Failure not propagated to IPS device. [code: ips-fta-nf-p2n] #
Attached Appliance Failure Mirror link state between ports 1+2 and 3+4. [code: ips-fta-af-p2nx1+[p2n]]
SSL Inspector Software Failure Enable fail-to-wire. This will physically connects ports 1+2 and 3+4 and effectively send all network traffic to the IPS device. [code: ips-fta-swi-f2w] i

e PR -

Figurel4 - Edit System Policy

© Netronome Systems Inc.
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2.12 Configure Traffic Diversion Policy

Refer tothe Administration and Deployment Guider more information on Traffi Diversion Policy

options.

2.13 Configure SSL Inspection Policy

Refer tothe Administration and Deployment Guider more information on SSL Inspection Pglic

options.

2.14 Activate Policy

Any of the available policies can now be activated, but only a single mpalicype active at any given
time. Navigate to PolicihOverviewto obtaina display similar té¢-igurel3listing all available policies.

/I tA01 2y GKS WI OGAGIHGSQ odzilizy ySEI

indicate that the policy is now active.

2.15 Monitor

02

ngeKt&

The SSL Inspector Appliance is now configured and operational. Navigate to Mayn@werview to

display the system monitor similar t€igurel5. Any errors or problems thatre detected in the system

will be displayed on this screen.

Figurel5- System Monitor

" fibine * fiinior .
CPU and Memory Usage ‘
-
CPU Usage 9.43 % busy 90.57 % idle
-
Load Average 0.08 0.09 0.09 i
Tasks 110 total 1 running 109 sleeping 0 stopped 0 zombie
Physical Memory (RAM) 7 006 MB total 2 922 MB used 4 083 MB free 126 804 KB buffers
Virtual Memory (Swap) 0 KB total 0 KB used 0 KB free 383 388 KB cached L
Disk Usage 1
1
Used Bytes Free Bytes Total Bytes
! 2 1324.6 MB 644 GB 65.7 GB
. 1
Environment )
System Temperature Now: 22 °C Min: 21 °C Max: 24 °C F
Network Processor Temperature Now: 39 °C Min: 37 °C Max: 41 °C 4
Chassis Fan Speeds Fan 1: 3121 rpm  Fan 2: 3149 rpm  Fan 3: 3139 rpm i
<
T s A s et W w&h‘n—‘-i

L2 f A C

The configuration described this Chapter is only a very basic system configuration. Please refer to the
Administration and Deployme@&uidefor more detailed information.

12 © Netronome Systems Inc
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3. Licenses
3.1 GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MBOR1ISA
Everyone is permitted to copy and distrilewerbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU Glenkre¢ifae is
intended to guarantee your &edom to share and change free softwate make sure the software is free for all its users. This General Public
License applies to most of the Free Software Foundation's software and to any other program whose authors commit to{8eime ibther
FreeSoftware Foundation software is covered by the GNU Lesser General Public License instead.) You can apply it to youtqmograms,
When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed teerttaeysur have

the freedom to distribute copies of free software (and charge for this service if you wish), that you receive sourceaadgairit if you want

it, that you can change the software or use pieces of it in new free programs; and thehgauyou can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to sutendights. These
restrictions translate to certain responsibilities for you if you distribute copfeke software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipientsgditshkat you have.
You must make sure that they, too, receive or can get the source codeyddnmust show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legsdipertai copy,
distribute and/or modify the software.

Also, for each ahor's protection and ours, we want to make certain that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we want its recipients to know that what they hetreismgind, so

that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributireegiragram will
individuallyobtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear that any patem¢ must
licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and matdiiic follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be
distributed under the term®f this General Public License. The "Program", below, refers to any such program or work, and a "work
based on the Program" means either the Program or any derivative work under copyright law: that is to say, a work cahéaining
Program or a portion ot,ieither verbatim or with modifications and/or translated into another language. (Hereinafter, translation is
included without limitation in the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and dification are not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program is covered only if its contents constitute a warlombase
the Program (independent of having been nedaly running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on eachycan appropriate copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program ahispy of
License along with the Program.

You may barge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange
for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and copy
distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b)  You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program
or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

c) If the modified progran normally reads commands interactively when run, you must cause it, when started running for
such interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright
notice and a notice that there is no warranfor else, saying that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how to view a copy of this License. (Exception: if the Program
itself is interactive but does not normally print such announcement, your work based on the Program is not required
to print an announcement.)
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10.

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from tta@nProg
and can be reasonably considerediépendent and separate works in themselves, then this License, and its terms, do not apply to
those sections when you distribute them as separate works. But when you distribute the same sections as part of a wh@eawhich
work based on the Program, thaistribution of the whole must be on the terms of this License, whose permissions for other
licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.
Thus, it is not the intent of this section to claim rights or @sttyour rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or collective works based on the Program.
In addition, mere aggregation of another work not based on the Program witfPthgram (or with a work based on the Program)
on a volume of a storage or distribution medium does not bring the other work under the scope of this License.
You may copy and distribute the Program (or a work based on it, under Section 2) in object ezdeutable form under the terms
of Sections 1 and 2 above provided that you also do one of the following:
a) Accompany it with the complete corresponding machieadable source code, which must be distributed under the
terms of Sections 1 and 2 above on adium customarily used for software interchange; or,
b)  Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete machéaelable opy of the corresponding source code,
to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,
c) Accompany it with the information you received as to the offer to distribute corresponding soodee €This alternative
is allowed only for noncommercial distribution and only if you received the program in object code or executable form
with such an offer, in accord with Subsection b above.)
The source code for a work means the preferred form ofwlek for making modifications to it. For an executable work, complete
source code means all the source code for all modules it contains, plus any associated interface definition files, qiipsstiused
to control compilation and installation of the egutable. However, as a special exception, the source code distributed need not
include anything that is normally distributed (in either source or binary form) with the major components (compiler, kamsh
on) of the operating system on which the exgable runs, unless that component itself accompanies the executable.
If distribution of executable or object code is made by offering access to copy from a designated place, then offeringnéquiva
access to copy the source code from the same place tsoam distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.
You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights usder th
License. However, parties who have received copies, or rights, from you under this License will not have their licemsgsdesoni
long as such parties remain in full compliance.
You are not required to accept this License, since you have not signed it. However, nothing else grants you permissindo mod
distribute the Program or its derivative works. These actions areipiteld by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this Licers®g to do
and all its terms and conditions for copying, distributing ordifyang the Program or works based on it.
Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a livetige fro
original licensor to copy, distribute or modify the Program subject to these temmasconditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliaircedayttes
to this License.
If, as a consequence of a court judgment or allegatibpatent infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this, lttoeynse
do not excuse you from the conditions of thigense. If you cannot distribute so as to satisfy simultaneously your obligations under
this License and any other pertinent obligations, then as a consequence you may not distribute the Program at all. Fey i&xampl
patent license would not permitoyalty-free redistribution of the Program by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain entirely from distributioa of t
Program.
If any portion of thissection is held invalid or unenforceable under any particular circumstance, the balance of the section is
intended to apply and the section as a whole is intended to apply in other circumstances.
It is not the purpose of this section to induce you toiimfle any patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which is
implemented by public license practices. Many pedm&e made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor to decide if heiomsliag
to distribute software through any other siem and a licensee cannot impose that choice.
This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.
If the distribution and/or use of the Program is restricted in certain countries either bgngmor by copyrighted interfaces, the
original copyright holder who places the Program under this License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in or among countriethoetexcluded. In such case, this License
incorporates the limitation as if written in the body of this License.
The Free Software Foundation may publish revised and/or new versions of the General Public License from time to tima Such ne
versions will e similar in spirit to the present version, but may differ in detail to address new problems or concerns.
Each version is given a distinguishing version number. If the Program specifies a version number of this License whitthiapplie
and "any later vesion", you have the option of following the terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does not specify a version number of this License, you magychoose a
version ever phlished by the Free Software Foundation.
If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, omtite t
author to ask for permission. For software which is copyrighted by the Free Soffveanedation, write to the Free Software
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Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the freéatatus
derivatives of our free software and of promoting the sharing and reuse of softyererally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PER
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PR
THE PROGRAMS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, TH
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALIT
PERFORMANCE OF THE PROGRAM IS WITBHPOUD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY C
PARTY WHO MAY MODIFY AND/OR REDIHRIBETPROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO US
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING GENREREMMPLOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDI
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

3.2 OpenSSL License

Copyright (c) 1992007 The Operf8. Project. All rights reserveRedistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditioae met:

1. Redistributions of source code must retain the above copyright notice, shisflconditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disiriainee
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.ope nssl.org/ )"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this software
without prior written permission. For written permission, please contgo¢nss| - core@openssl.org

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any  form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Pfojagse in the OpenSSL Toolkittf://www.openssl.org)"

THIS SOFTWARE IS PROVIDED BYeRHSSIOPROJECT “AS IS" ANBXRRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THEMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR APRAFPOSHLARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECTITR CONTRIBUTORS BBUHAFOR ANY DIRECT, INDIRECT, INCICHNETAAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BIOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS ORCSERUKESE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTHIDWEVER CAUSED AND ON ANY THEQRABDF'Y, WHETHER IN CONTRARICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERRIEHNG IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVENARABWWSEBIBILITY OF

SUCH DAMAGE.

This product includes cryptographic software written bi¢ Y oungeay@cryptsoft.co
This product includes software written by Tiudson (tjh@cryptsoft.com).
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4. Technical Support

To obtain additional informationor to provide feedbackplease emailsupport@netronome.comnor
contact the nearesNetronome Systemtechnical support representative.

Visit http://support.netronome.comto download the latest documentation and softwaracass the
knowledge baseyr log a supporticket.

16 © Netronome Systems Inc


mailto:support@netronome.com
http://support.netronome.com/

	Introduction
	Components

	Initial Setup
	Network Connection
	Power on the SSL Inspector Appliance
	Configure the Management Network
	Initial Connection to the Web Interface
	Forced Password Change
	Set Time Zone
	Set Time
	Verify Network Configuration
	Create Internal Re-signing CA Certificate
	Install Known Server Keys
	Add a Policy
	Configure Traffic Diversion Policy
	Configure SSL Inspection Policy
	Activate Policy
	Monitor

	Licenses
	GNU GENERAL PUBLIC LICENSE
	OpenSSL License

	Technical Support

